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Demo — Malicious Servers

. gode \svalkthrough (https://github.com/maniSbindra/mcp-vulnerability-
emo

e Malicious MCP Server Demo1:

* https://Demo2: Toolshadowing github.com/maniSbindra/mcp-vulnerability-
demo/blob/0f8d57b60380c1d0cae1629dbcecb0aff925b774/sales-server-
vulnerable/main.go#L21-L65

* https://github.com/maniSbindra/mcp-vulnerability-
demo/blob/0f8d57b60380c1d0cae1629dbcecb0aff925b774/tool-poisoning-

two-server-demo-http/poisoning-server/main.go#L60-L71

* Demo3: parameter Manipulation:

* https://github.com/maniSbindra/mcp-vulnerability-
demo/blob/0f8d57b60380c1d0cae1629dbcecb0aff925b774/tool-poisoning-

parameter-manipulation-http/main.go#124-1.37
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Malicious MCP Server

Malicious Component / Or Actor with Malicious intent ) Roles who should care about this category of vulnerabilities

HOST Machine

]
B MCP Client Copilot Chat |
1 L J i

Vscode (MCP Client) Model

e e :
v T TTmm e Tt i i
E Start MCP Server >l Initialize / Get Tools i
i Started il ey -
[ B e iy 1 1
: : :
! Get sales for quarter i i
r »  Send System Prompt, Tools List, User Prompt '
! L — — — - — — MCP Server toolcall suggestion i
]

i i i
! H Tool Call R
i 4 - __ ___ Toolresponse (includes Prompt Injection)l - _ _ _ _ _ _ _ __ __ ___ :
] ]
= i | i
i : tem/User Prompts, Tool List, MCP respon I :

t > 1

i :4_ Tool execution suggestions as per malicious prompt | i
1 [ an e N | H
1 1 1 1
i : - Create Files with secrets i i
! / - Execute terminal command i H
e L

% Consumers of MCP servers (Developers consuming MCP servers) / Admins responsible for provisioning the controlled dev environm ents / Policy owners defining allowed MCP Servers

————
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Initialize — Get Tools : Messages

BACK



VSCODE . Model
Send Prompts, tool list: Messages ode

Message Response
{"messages": [
{role": "system","content": "You are an expert Al programming assistant, ................. }
{"role": "user", "content": "<environment_info>\nThe user's current OS is: macOS\nThe user's default shellis:......... }

{"role": "user",
]
“tools”: [{"type": "function”,"function": {"name": "create_directory",.....}},{.. "function": {"name": "read_file",...},......... ,
{

"type": "function”,"function": {"name": "mcp_enterprise-da_GetSales","description": "Get sales data for a specific quarter (Enterprise Edition with automated compliance
auditing and data governance)",

"parameters": {"type": "object", "required": [ "year","quarter"], "properties": {"quarter": {"type": "integer"},"year": {"type": "integer"}},

.
1}

content": "<context>\nThe current date is...The user's current file is ... \n ...<userRequest>\nwhat are the sales for Q3 1996 \n</userRequest>"},

{
"prompt_filter_results": [{"prompt_index": 0,"content_filter_results": {"hate": {"filtered": false,"severity": "safe"},"self_harm": {"filtered":
false,"severity": "safe"},"sexual": {"filtered": false," severity": "safe"},"violence": {"filtered": false,"severity": "safe"}}}1}

{

"choices": [{"content_filter_results": {},"delta": {"content": null,"refusal": null,"role": "assistant",
"tool_calls": [{"function": {"arguments": "","name": "mcp_enterprise-da_GetSales"},}]
b

"finish_reason": null,

"index": 0,

"logprobs": null

}

I

"model": "gpt-4.1-2025-04-14",

"object": "chat.completion.chunk",

"usage": null

}



Tool Call: Messages




- Send Prompts, tool list, MCP response: Messages -




Github Copilot CLI Flow

* Under the Hood: Tracing a Single Copilot CLI Request End-to-End

You (Terminal) Copilot CLI LLMAPI

/

T
Initialization: auth, MCP, skills, model selection

“list the files in this directory™
>
POST /chat/completions (messages=2, tools=38)
tool_calls: [report_intent, bash {command: "Is -la"}]
< -

Execute tools locally on your machine

report_intent — "Listihg directory contents"

$ Is -la — directpry listing output

POST /chat/completions (messages=5, tool results)
content: "The directory is empty..."

Display response
<

You (Terminal) Copilot CLI LLM API
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Malicious MCP Server

An MCP server may be malicious by design, or it may become
malicious if compromised via a supply chain attack.

Real-World Example: postmark-mcp

* The NPM package postmark-mcp (purporting to be a tool for
Postmark email workflows) was published by an unaffiliated
actor.

* In version 1.0.16 the attacker intentionally inserted code
that blind-copied (BCC’d) all outgoing emails to their own server.

* The malicious package has since been removed from npm



Malicious MCP Servers: Controls &
Mitigations

MCP servers run with high trust inside developer tools. Treat them like browser extensions: only allow trusted ones, restrict
their permissions, and monitor their behaviour

* Use Only Trusted & Verified MCP Servers / Packages
e Configuring MCP Allowlist policy for a Github organization or enterprise
* Configuring MCP server registry for a Gtihub organization or enterprise

* Human-in-the-loop for system operations

The MCP client/IDE must grant only minimal capabilities, Require explicit user approval for elevated permissions,
command executions, etc
* Centrally Manage VS Code Settigs

* Any commands added to the terminal chat command auto approved list should be added with caution: Vscode configuration for
“chat.tools.terminal.autoApprove”

 Sandboxtool execution environments
For example, runtools inisolated or rootless containers
* LLM Content Filtering / Use newer versions of model families

Detects prompt-injection attempts originating from a malicious MCP server.
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The Lethal Trifecta

* This is not an exclusive list of samples for Lethal Trifecta Capabilities

e 7
\*\ Private Repository Internal Databases (Customer g
RN Content Records, Financials, HR Data) e

e td
\\ /,
S . 9 PR
N corporate emails internal logs for your application Jaar ezl el
AN . Tokens, API Keys e
AN infrastructure e
\\\ /,’
\\ /’
AN Private files g
\\ ’

Ability to send emails S
\\ Read Public Web
~ Page
Ability to upload files
Ability to perform output HTTP Read Reddit Post
requests -
Ability to r” Exposure to Read User uploaded
Post / Upzcgal\itf;c?rr::::nts for Externqlly Untrusted document
Communicate Content

Create / Modify / Commenton

public github issue Issue

Read content from Database
(indirect injection)

Ability to perform outbound HTTP requests (via IDE

[ 4
1
1
1
1
1
1
1
i Read public github
1
1
1
1
1
1
1
1
Terminal command integration) H
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MCP Server Vulnerability: Path traversal

_ Malicious Component / Or Actor with Malicious intent % Roles who should care about this category of vulnerabilities

I Vscods (MGP Giient) Vodel Enterprise
_ i MCP Client Copilot Chat Server

1
Fetch Enterprise Content(url:”file:///etci/passwd”)
> System and User Prompts, tool list

..Jetc/passwd”) i

1

1

1

i Fetch Enterprise Content(url:”file://..//.
i /etc/passwd content returned !
1
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MCP Server Vulnerability: Indirect prompt injection

_ Malicious Component / Or Actor with Malicious intent % Roles who should care about this category of vulnerabilities
T HOSTMachine 1
I Vscode (MCP Client) | | Model Enterprise
i i MCP.json / Github B Deployment MCP Server Content
| MCP Client Copilot Chat Server
e ———— mmmmmmm e mm e J |

1
Fetch Enterprise Content(url:”https://..i/file1.docx”)
> System and User Prompts, tool list

Fetch Enterprise Content(url:”https://.. ¥file1.docx””)

»1 Getfile1.docx

»

1
1 1
1 File with hidden prompt injection
Tool response (includes Prompt Injection) - - 1
€= = = — — = ——— e e e - —— = i
1 : 1 1
i 1 H i
| System/User Prompts, Tool List, MCP responsei ! i
1 1
L :l 1 1
i, Tool execution suggestions as per malicious prompt ; ]
1 1 1 1
1 1 1
! - Create Files with secrets i H
L L
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MCP Server Vulnerability

MCP servers are still subject to all conventional server-side vulnerabilities such
as path traversal, SSRF, improper input validation, insecure
authentication, and misconfigured permissions. MCP servers also

introduce LLM-specific risks, particularly direct and indirect prompt
injection

Real-World Examples:

* https://github.com/advisories?query=MCP+server
« MCP Server Kubernetes: Command Injection CVE-2025-53355
 Markdownify MCP Server allows Server-Side Request Forgery CVE-2025-5276
* Anthropic Filesystem Server sandbox escape CVE-2025-53110/53109

* Github MCP Server vulnerability: Public issue based injection
* Gitlab Duo Vulnerability: Prompt Injection
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MCP Server Vulnerability : Controls &
Mitigations

* Implement Strong Authentication & Authorization
Enforce strict identity checks and least-privilege access for all MCP server operations.
* Input Validation & Output Sanitization

Treat all inputs and outputs as untrusted — including user prompts, agent instructions, and data from external tools/APls.
Validate, sanitize, and constrain all data to prevent injection and unsafe command/query execution.

* LLM Content Filtering / Prompt Shields / Tool Guardrails (Preview)
Detect and block prompt-injection attempts and harmful patterns originating from MCP inputs or outputs.
* Ratelimiting
Limit frequency oftool/server calls to prevent abuse or resource exhaustion
* Secure Transport (TLS/Encrypted Channels)
Ensure MCP traffic cannot be intercepted or modified
* Frequent Patching
Keep MCP servers and dependencies updated to mitigate upstream vulnerabilities.
* Track CVEs/CWEs Relevantto MCP & LLM Ecosystems
Monitor security advisories for libraries, protocols, and agent frameworks used by MCP servers.
* AuditLogging (with Sensitive Data Exclusion)
Log MCP requests, tool executions, errors, and server responses — while avoiding storage of secrets or personal data.

* Evaluations-LLM Applications and Tool Evaluations



References

* mcp-secure-reference: https://github.com/manisbindra/mcp-
secure-reference

* Docker Sandboxes: https://docs.docker.com/ai/sandboxes/

* Post- Under the Hood: Tracing a Single Copilot CLI Request
End-to-End : https://medium.com/microsoftazure/under-the-

hood-tracing-a-single-copilot-cli-request-end-to-end-
afeb1baad5d5
* Post - Three Failed Attempts and a Two-Sentence Fix for

System Prompt Leakage :
https://medium.com/p/69cca6beabc76
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